Let’s Be Safer Out There

i-SAFE is a non-profit foundation whose
mission is to educate and empower
youth to safely and responsibly take
control of their Internet experience.
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Look Both Ways

How many times have you reminded your
children to look both ways before crossing the
street, or to not talk lo strangers? Now that
children and teens are spending more time
than ever an the Internet, there's a new set of
precautions to remind them about, Just as
we've been teaching them about physical
safety in the real world, we need to help them
be safer in the online world.

Consider These Facts:

* 1in 4 children/teens, ages 10 to 17 have
been exposed to unwanted sexual matenal
online.”

* 1in 5 children/teens under the age of
17 have received unwanted sexual
solicitations online.*

* 1 in 33 children/teens have received an
aggressive solicitation to meet somewhers.*

* 96% of those who solicited teens online
were under age 25, 48/percent were
under the age of 18.""

* 49% of enline solicitations
are nol disclosed.”

* 6% of children/teens ages 10 to 17 are
threatened or harassed online and only
about half reported the incident to their
parants.”

* Onfine Victimization: A Reporton the Nation's Youth,
Crimes Agalnst Children Research Center, NGMEG,
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Cyber Grooming

Among the many online threats to children including:
exposure o porography, harassment, and cyber stalking,
the most dangerous threat is cyber grooming. Cyber
grooming is the process of gaining trust and building false
relationships to entice victims.

Cyber Predators “Groom™ Their Victims by:

* Meeting them in chat rooms and progressing to
Instant Messaging, or email, telephone and ulti-
mately direct contact.

* Befriending/isolating victims by building their trust.

* Asking the victim to keep their “friendship” secret,
sometimes threatening violence.

* Sending pornographic images to lower inhibitions,
provide instruction, and arouse victims.

Your Child May Be Being “Groomed" by a
Predator if He/She:

* Spends excessive time on the Intarnat,
especially late at night.

* |s secretive about cyber friends, or how they spend
their time on the Internet.

= Withdraws from family and friends, seems
depressed or unresponsive.

What Parents Can Do: Practice
Proactive “Protecting” vs. “Policing”
(Empowerment vs. Monitoring)

= Discuss the dangers in using the Internet and empow-
er your children to make wise decisions online.

= Develop “rules of the road” with your children.

* Keep the computer in 2 more public area of the
house vs. your child's bedroom.

= Spend time with your children online.

= Encourage your childrento tell you about disturbing

~onlineg encounters,
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i-SAFE Helps Kids and

Teens Take Control

i-SAFE is a non-profit organization whaose mission
s to educate and empower youth to take contral
of their Internet experience,

ite avery st
K-12 with currlculum tha;t ":

* Empower siul:lﬂm 10 recognize techniques
used by predalors to deceive them.

+ Empower students 1o refuse requests for per-
sonal information,

* Provide students with the tools they need to
respond assertively.

* Encourage students to report suspicious or
dangerous contact. '

For grades K-8, the i-SAFE Curriculum
COVEers:

Living as a Net Citizen in the Cyber Community,
Personal Safety as a Cyber Citizen in the 21st
Century, Technology and the Computer Virus,
Plagiarism & the Theft of Intellectual Property,
and Law Enforcament and Internat Safe};,:d

Intellectual Property Theft, Social 188l
Security. X

of our Internet Safety Handbnuh and uﬁscribe
to the “i-SAFE Times" newsletier,



